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Slide 1: The Spam / Phishing E-Mail
The link is to http://www.vonagesupport.net - it sounds legitimate, but the real Vonage is http://www.vonage.com/support/

If you mouse over and pause, (but do not click!).
the underlying web address will appear. However
it is not the real Vonage website.

Note the real, but illegally copied Vonage logo
and the dire warnings.
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Slide 2: The Fake Vonage Web Page
They have spoofed the Vonage logo, they thoughtfully even spoofed the new account offer box.

The faked Vonage address:
There is no ‘vonagesupport.net”

This is not a real login box, it captures your login
account and password for purposes of identify theft.

In an effort to look realistic, these
enterprising hackers even copied the
Vonage special offer ads!
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Slide 3: The REAL Vonage web page:
Note the differences: a real menu bar with many more options, the real web address, and real contact information.

The real Vonage web address, note
the menus and links to other
services and “Contact Us” links.


